Improving the Performance of Java Applications on
Multicore Architectures

Jean-Pierre Loz
jean-pierre@lozi.org

Julia Lawall
julia@diku.dk

Abstract

Managed Runtime Environments show poor performance
when running legacy Java application on the mow com-
mon multicore architectures. To overcome this issue, we
plan on extending Zeldovich et al’s [17] hardware paral-
lelization algorithm for event-driven applications to any
high-level Java application that uses coarse-grained mem-
ory protection. In this document, we review a selection of
scientific publications that focus on the issues raised by our
approach. We first discuss Zeldovich et al.’s algorithm and
its extension proposed by Gaud et al. [8]. We then focus on
possible performance optimizations regarding load balanc-
ing, cache locality, contention management, IPCs, RPC
mechanisms and the handling of heterogeneous architec-
tures. We also briefly discuss the security issues caused by
certain performance optimizations.

All along this document, we show the link between each
of the chosen works and our project, and we present our
reflexions as to how we plan to design our implementation,
thereby depicting our current vision of the solution—a vi-
ston that will probably evolve during the implementation
itself. More information will be available in a forthcoming

paper.

1. Context

Multicore hardware is today a reality in all kind of com-
puting architectures ranging from powerful servers to desk-
top environments and even embedded systems. However,
current systems and applications are unable to fully ex-
ploit these new architectures: performance is stalling, even
though the number of cores is increasing. Taking advan-
tage of multicore hardware is thus one of the most im-
portant scientific challenges in the systems domain. Fur-
thermore, addressing this challenge has a crucial economic
impact, as highly multicore machines will soon be cheaper
and more energy efficient than a cluster of machines with
one or only a few cores, but only if the highly multicore
machines can be used effectively.

Nevertheless, legacy Java applications are notoriously
ill-adapted to multicore architectures. The only concur-
rency abstraction provided by Java is the synchronized
block, which encourages the use of coarse-grained synchro-
nization. Applications cannot be fine tuned for execution
on a specific multicore configuration, taking into account,
e.g., cache behavior, because such features are hidden by
the Java Virtual Machine (JVM). Finally, the training
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and experience of Java developers is typically more ori-
ented towards aspects of high-level software structuring,
and less towards low-level synchronization issues. Never-
theless, legacy Java applications cannot be ignored. The
volume of such code and the trend of providing more pro-
cessing power by increasing the number of cores implies
that it is essential to enable legacy Java applications to
run efficiently on multicore hardware.

The problem of inadequate support for concurrency has
previously been considered in the context of systems soft-
ware, such as web servers implemented in languages such
as C and C++. In this context, the source of inefficiency
has been found to be the unpredictability of the operat-
ing system process scheduler in its management of concur-
rency. Because this scheduler is unaware of the pattern
of shared data between threads, it may preempt a thread
while the thread is holding a lock on shared data, thus ef-
fectively holding up all of the other threads that access the
data, and it may place threads that share data on differ-
ent cores, causing cache misses as the data migrates from
one core to the other. These problems are exacerbated
in the case of coarse-grained parallelism, where the degree
of concurrency is already reduced. Coarse-grained paral-
lelism was typically found in the considered web servers,
and is typically found in legacy Java programs, for ease of
programming.

In the context of C and C++ web servers, the use of an
event-based programming model was found to provide a
significant performance improvement. This model lifts the
problem of scheduling from the operating system to the
application level. Specifically, an application is designed
as a set of handlers reacting to events. Scheduling of events
is entirely controlled by an application-level event engine.
This provides predictability, because the event engine con-
trols when, if at all, handler execution is preempted, and
flexibility, because the event engine can control the map-
ping of handlers to cores, to achieve any data locality ef-
fect that is desired. Nevertheless, despite the advantages
of the event-based programming model, it has so far not
seen wide use, due to the difficulty of manually restructur-
ing legacy code to use events.

In the context of this project, we wish to investigate how
to improve the performance of legacy Java applications on
multicore architectures using the event-based model. In
contrast to C and C++ web servers, which run directly on
the hardware, Java code runs on top of a virtual machine.
Our key observation is then that events can be introduced
at the virtual machine level, with no modification to the
legacy application. We propose that the virtual machine



will recognize the beginning of a synchronized block as the
start of an event, and the body of the synchronized block
as the event handler. The event engine in the Java Virtual
Machine can then ensure that blocks that synchronize on
the same value are executed on the same core and with-
out preemption, ensuring that there is no conflict in their
access to shared data and increasing the chance that any
shared data will be available in the cache when it is re-
quired.

The research goal is to develop a Java Virtual Machine
incorporating an event engine. The scientific challenge
is to design and evaluate various strategies for mapping
events to cores and scheduling the associated event han-
dlers. As a result of this project, we hope to improve the
performance of legacy Java applications fully automati-
cally on multicore architectures.

2. Introduction

In this document, we review the scientific literature which,
to our knowledge, tackles best the issues raised by this
project. This analysis will allow us to build our solution on
the foremost scientific advances in the systems domain. In
particular, we review recent works that target the problem
of facilitating the parallelization of applications on multi-
core hardware. Let us note however that even though these
works focus on problems similar to ours, their scope is lim-
ited to event-driven programs. Our approach is novel in
that it treats Java synchronize blocks as event handlers,
thus effectively extending previous work to any application
that uses coarse-grained concurrency management. As for
the other works we discuss, even though they provide so-
lutions to individual issues we are faced with, their scope
is very different from ours.

Let us now quickly describe the literature we focus on.
As we just mentioned, recent publications dealing with the
parallelization of event-driven applications are our major
source of inspiration since the problems they tackle are
very similar to ours. Furthermore, since our approach
requires us to execute a considerable number of event
handlers—at least one per synchronized block—on several
cores, it is necessary to find a way to optimize the remote
execution of procedures between cores. Works on various
RPC systems (such as URPC [4] and LRPC [10]) and on
the migrating thread paradigm provide interesting solu-
tions to this issue. Other works focusing on lower-level
optimizations, such as ways to minimize the number of
cache misses and stalls, the management of heterogeneous
architectures and the implementation of very efficient low-
level locks, are also discussed.

Since we plan on adding hardware parallelization capa-
bilities to a Managed Runtime Environment (MRE), the
body of literature dedicated to multithreaded operating
systems also contains a plethora of information useful to
us. Indeed, most of the research focusing on such issues
comes from the OS domain: in a way, our project consists
in adding OS capabilities to an MRE.

Let us now describe the following sections. In Section
3, we introduce the reader to VMKit, the MRE in which
we are going to implement our event-based parallelization
algorithm. In Section 4, we discuss recent works dedicated
to efficient event-based parallelization techniques. In Sec-
tion 5, we focus on possible performance optimizations for
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Figure 1: General architecture of VMKit

our implementation. Section 6 deals with security issues.
Finally, we conclude in Section 7.

3. VMKit

In this project, we plan on improving the performance
of Java legacy applications running above VMKit [9], a
generic MRE that has been developed by our team at
LIP6. It is worth noting that our approach should be ap-
plicable to any MRE: we choose VMKit because it is easily
modifiable and because having implemented it provides us
with a deep understanding of its inner workings.

The main motivation for the development of VMKit was
to allow quickly experimenting with high level languages
executing on top of an MRE. Indeed, performing such ex-
periments with Managed Runtime Environments for re-
search purposes is difficult because of their complexity and
size (often more than 100,000 lines of code): reimplement-
ing an MRE from scratch is usually out of the question,
and modifying one can be a daunting task. To address
this issue, VMKit encapsulates most of the functionali-
ties usually found in an MRE. Small and easily-modifiable
high-level MREs can be developed on top of it, allowing
researchers to experiment with new languages and features
without having to implement MRE modules that are irrel-
evant to their work. There is virtually no limitation re-
garding the functionalities of the high-level MREs because
VMKit does not impose any design decisions (regarding
memory allocation, call semantics, etc.). Furthermore,
meaningful performance experiments can be performed on
VMKit-based projects since VMKit achieves performance
comparable to commonly used VMs.

VMKit comprises three main modules: a Just In Time
(JIT) Compiler, a Memory Manager and a Thread Man-
ager (as shown in Figure 1). These three modules have not
been redeveloped from scratch, instead, VMKit uses state-
of-the-art implementations for them, most of VMKit’s ac-
tual code being the glue between these pre-existing compo-
nents. More precisely, VMKit uses the LLVM project [1]
for its JIT Compiler, the MMTk project [2] for its Mem-
ory Manager and the POSIX Threads library to manage
threads.

VMKit uses LLVM code as its general-purpose bytecode
to communicate with the high-level MREs. A high-level
MRE must thus provide a translator from its bytecode to
LLVM code. It must also provide memory and thread-



related functions to customize its internal design—the fa-
cilities provided by VMKit being as generic as possible.

Two high-level MREs have been implemented using
VMKit: J3, a Java MRE providing advanced features, and
N3, a .NET MRE that was quickly developed but lacks op-
timizations. In the context of this project, we will have to
modify both VMKit and the J3 high-level MRE.

Indeed, VMKit’s facilities for handling multithreaded
applications are rather poor: hardware parallelism is not
supported. This is this case with most, if not all, MREs.
We hope to show that our technique is well-suited to han-
dle hardware parallelism and concurrency in MREs and
expect that it will be implemented in other MREs in the
future.

4. Hardware parallelization of event-
driven applications

Zeldovich et al. [17] propose to parallelize the execution of
event-driven applications on multiprocessor architectures
by executing event handlers in parallel. Our goal is similar,
except that we plan to optimize a more general class of ap-
plications: any Java application that uses coarse-grained
contention management. Indeed, any such application can
be turned into an event-driven program by treating each
Java synchronize block as an event handler! and by trig-
gering an event each time such a block must be executed.

To handle contention, Zeldovich et al. allow the user to
apply a color to each callback, ensuring that two callbacks
of the same color are never executed concurrently. This
allows for easy-to-handle coarse-grained contention man-
agement. We plan on using the same approach, our colors
being mapped such that two blocks synchronized on the
same resource always share the same color. More complex
strategies might be needed for blocks synchronized on sev-
eral resources or for nested synchronize blocks, however.

Zeldovich et al’s solution is based on the libasync library.
Experiments with their new library, known as libasync-
smp, show the efficiency of their approach. They report
the results of the parallelization, with libasync-smp, of
two examples: (1) a simple web server of their creation
that has no particularly processor-intensive operations and
(2) the SFS file server whose callbacks are particularly
computation-intensive due to encryption. Experiments
show that their solution is reasonably efficient in the first
case (1.5x speedup on 4 cores,? ) and very efficient in the
second case (2.5x speedup on 4 cores).

Internally, Zeldovich et al. run a single worker thread
on each core. Indeed, event handlers are supposed to be
non-blocking, so only one thread per core is necessary. A
task queue that contains a list of all the event handlers
(with their arguments) pending for execution is associated
with each worker thread. All the callbacks associated with
a given color are in the same queue at any given moment,
thus preventing any contention problem. Colors are 32 bit
unsigned integers; they are mapped to each core via a sim-
ple modulo operation: if N cores handle event callbacks,

1n this document, we use the terms event handler and call-
back interchangeably when talking about event management.

2This speedup appears to have been estimated relative to
the performance of the modified application running on a single
core, not the original application.
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Figure 2: General architecture of libasync-smp

then the color ¢ is executed on core ¢ mod N by default.
Figure 2 shows the general architecture of libasync-smp.

It is worth noting that splitting the execution of a call-
back in various blocks of various colors can be useful, since
callbacks do not necessarily require the same level of isola-
tion during the whole time of their execution. To this end,
a cpucb() function is provided by libasync-smp. cpucb()
allows scheduling the execution of a new callback with a
new color as soon as the processor is idle, thus effectively
making it possible to create a new block using a new color.
This splitting mechanism allows for more fine-grained op-
timizations.

Let us note that, however simple it may be, this mech-
anism has much weaker semantics than classical concur-
rency management techniques. Indeed, suppose we wish
to allow an unlimited number of callbacks to read data
from a shared resource but limit the number of threads
accessing this data to one if it is being written. Such se-
mantics cannot be expressed with the callback coloring
mechanism. Zeldovich et al. explain that this problem
could easily be overcome with minor changes. This issue
is of minor importance to us anyways, since we only plan
to exploit coarse-grained parallelism with relatively weak
semantics.

On a side note, event-based approaches are asyn-
chronous. Calling asynchronous remote functions (i.e.
from other threads) can be difficult without specialized
libraries. Huang et al. [4] propose a package known as
URPC that makes it possible to create efficient, highly cus-
tomizable RPCs. In particular, they show that their mech-
anism makes it possible to create efficient asynchronous
RPCs. It is worth noting that even though URPC is only
meant to be used to experiment with RPC mechanisms, it
has been used in OS research projects such as Barrelfish [3].

The naive parallelization of event handlers described in
this section can lead to an unbalanced system, in which
some cores are given much more work than others. Load
balancing techniques are needed to prevent this problem:
we will discuss this point, among others, in the next sec-
tion.

5. Performance optimizations

In the previous section, we described the general idea of
Zeldovich et al’s paper whose algorithm we plan to use in
our project. We will however need to fine-tune it to suit



our needs, since we will use it in a very different context:
instead of providing customizable hardware parallelization
capabilities for event-driven programs to developers via
a library, we will use it to automatically parallelize any
high level program that uses coarse-grained concurrency
management. Since we plan to use this algorithm to handle
the scheduling of all programs executed within with our
virtual machine, performance is a crucial factor. In this
section, we look for ways to improve it.

Zeldovich et al’s algorithm requires load balancing
mechanisms to make use of all the available computing
power: this is the object of Subsection 5.1. In Subsection
5.2, we focus on cache locality issues. Then, in Subsection
5.3, we focus on the major cause of overhead in multicore
architectures : contention. In Subsection 5.4 we will raise
the issue of inter-process communication. Subsection 5.5 is
dedicated to fast remote execution of code between cores.
Finally, in Subsection 5.6, we discuss ways to improve per-
formance on heterogeneous architectures.

5.1. Load balancing

To improve load balancing, Zeldovich et al. propose a basic
event stealing approach. We have seen in the previous sec-
tion that a task queue is associated with each core. When
a core is done executing a callback, it looks for another one
to execute from its task queue. If the task queue is empty,
it attempts to steal work from another core’s queue. In
order to satisfy the contention invariant (i.e. no two call-
backs of a given color are in two different task queues),
when a callback is migrated from one task queue to an-
other, all the other callbacks of the same color must be
migrated to the new queue. To ensure all the threads of a
given color belong to the same queue, libasync-smp uses a
1024 element array that indicates which core should exe-
cute all colors which are congruent to n (mod 1024).

Gaud et al. [8] propose that libasync-smp’s work steal-
ing algorithm offers suboptimal performance. They ex-
plain that this algorithm ignores three crucial issues. First,
they argue that libasync-smp should take the hierarchies of
caches and DRAMSs into account. These hierarchies have
a huge impact on the performance of multicore processors.
Interestingly, Zeldovich and al’s experiments point out
that their algorithm shows poor performance on NUMA
architectures. It is obvious that stealing work from nearby
processors or cores is much more efficient than stealing
work from distant cores. Second, Gaud et al. argue that
certain tasks should not be stolen since they tend to pol-
lute caches because of the data that they access. There-
fore, tasks that access large, long-lived data sets should
not be stolen. Third, the execution time of the stolen
work should be taken into account. The naive algorithm
is extremely inefficient (showing worse performance than
the unparallelized libasync library) when the time needed
to steal callbacks from a task queue takes longer than ex-
ecuting the callbacks themselves. The execution time of
event handlers is thus an important variable that should
not be ignored.

Gaud et al. propose an improved algorithm that at-
tempts to solve these issues. Their algorithm is especially
good at addressing the first issue: it uses the cache hierar-
chy provided by the Linux kernel in the /sys filesystem to
order the list of cores that is traversed each time a worker
thread looks for work to steal. Worker threads start look-

ing for callbacks to steal on adjacent cores, only consid-
ering distant cores if no stealable work could be found on
the closer ones. To solve the second problem, they use a
stealing penalty, a integer value that must be provided by
the developer. A high stealing penalty means that steal-
ing the corresponding job is costly. Finding such a value
automatically is obviously very hard, indeed, the causes of
cache pollution are diverse and hardware-dependent. Since
we aim to improve the performance of legacy applications,
we obviously cannot ask the developers to provide us with
such a value for each application. To solve the third prob-
lem, Gaud et al. need to know the execution time of each
callback in order to estimate whether it is worth stealing
them or not. Once again, we will not be able to obtain
such handcrafted values for legacy applications.

Gaud et al. implemented their algorithm in a library
named Mely (for Multi-core Event LibrarY). Their per-
formance experiments show major speedups compared to
libasync-smp. They reproduced the experiments per-
formed by Zeldovich et al. in their initial paper (albeit
with a slightly different web server) and obtained perfor-
mance gains of +25% compared to libasync-smp without
workstealing and up to +73% compared to libasync-smp
with workstealing. These results are impressive, but let
us keep in mind that they used fine-tuned values for their
parameters (i.e. the stealing penalty and estimates of ex-
ecution times). Finding good values for these parameters
automatically is a complex problem that we will address
in the next subsection.

5.2. Cache locality

We have seen that, to implement our algorithm efficiently,
we will need to (1) estimate the execution time of synchro-
nized blocks, and (2) estimate the cache locality penalties
caused by work stealing. Both measurements are corre-
lated since the execution time is highly dependent on the
number of cache misses.

Several strategies can be considered to estimate the exe-
cution time: for instance, one could simply memorize how
long executing a callback takes, then use this value as an
estimate for later calls. On the first call, one could use the
information gathered about callbacks of the same color to
produce an estimate. To our knowledge, finding ways to
evaluate the execution time of callbacks has not yet been
considered in a context close enough to ours. This sub-
ject requires original research, which is outside the scope
of this document.

We will instead focus on cache locality issues, about
which two recent works have provided us with considerable
insight: Pesterev et al’s DProf [15] and Koufaty et al’s bias
scheduling [13].

DProf is a profiling tool that dynamically tracks indi-
cators associated with data structures instead of code lo-
cations in order to allow for more efficient localization of
cache-related bottlenecks. It offers four views of the col-
lected data: the Data Profile view shows the number of
cache misses for each of the most common data types; the
Miss Clarification view shows what type of misses (due to
sharing, associativity or capacity overload) are most com-
mon for each data type; the Working Set view indicates
what data types were most active, how many of each were
active at any given time and the cache associativity sets
used by each data type; and the Data Flow view shows
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Figure 3: An example task queue from libasync-smp

the most common sequences of functions that reference
particular objects of a given type.

To create these views, DProf collects two kinds of data:
path traces and address sets. A path trace records all ac-
cesses to a single data object. An address set is a data
structures that contains the address and type of every ob-
ject allocated during execution. Both of these data struc-
tures are built from the two kinds of raw data ultimately
collected by DProf: access samples and object access his-
tories. An access sample records information for randomly
chosen memory-referencing instructions, and an object ac-
cess history is a complete trace of all instructions that
read or write a particular data object, from when it was
allocated to when it was freed. To collect access samples,
DProf uses AMD®’s proprietary Instruction Based Sam-
pling (IBS), but similar facilities are available on Intel®
chips.

Pesterev et al. show that, in two case studies, DProf pro-
vides much more helpful information than both lock_ stat
(a profiling tool that reports statistics about locks) and
OProfile (a traditional execution profiler).

Furthermore, performance experiments show that
DProf’s overhead varies depending on several variables
(IBS sampling rate, number of debug register interrupts
triggered by second, etc.). However, it is usually reason-
ably low (<15%).

DProf is interesting to us at two levels. On a first level,
the tool itself will probably be useful when experimenting
with work stealing strategies, since it will allow us to mon-
itor information about cache misses, thereby allowing us
to compare different implementations and algorithms. On
a second level, DProf’s implementation itself is extremely
interesting, since we will have to use special CPU instruc-
tions to monitor cache misses in order to infer cache local-
ity penalties. Pesterev et al. provide advanced information
on how they use these instructions in their article; we will
not, however, discuss this point into more details in this
document, for fear of getting too technical. The reader is
invited to directly refer to Pesterev et al’s paper [15] for
more information.

Koufaty et al [13] propose to optimize the scheduling
of processes on performance-asymmetric multicore archi-
tectures with an algorithm that evaluates the performance
gain of running an application on a fast core rather than
on a slow core. In their implementation, they estimate the
number of internal stalls, caused by local (internal to the
core) cache misses and delays, and external stalls caused
by accesses to shared last level caches, memory and I/O.

To estimate internal stalls, they compute the number of
cycles during which the front-end of the machine is not
delivering instructions to the back end, thus effectively
measuring the time during which cores are idling due to
a lack of instructions. To estimate external stalls, they
measure the number of requests serviced outside the core.
The details of these mechanisms are not clearly stated in
their paper, but we plan to analyse their implementation.
We hope that this will allow us to find out how to obtain

efficient statistics about cache misses that we will use to
compute our cache locality penalties.

Now that we have considered cache locality issues di-
rectly, we will focus on the related problem of contention
management. Indeed, cache locality issues are often linked
with contention, since a lot of cache misses are caused by
access conflicts over data stored in a given cache line. This
is the object of the next subsection.

5.3. Contention management

Our project raises the issue of contention management at
two levels. At a higher level, colors are used to manage
contention. At a lower level, the implementation of the
color management mechanism has to use locks and other
mechanisms to handle concurrency. Since we are looking
for ways to optimize our implementation, in this subsec-
tion, we of course focus on the lower level. We first discuss
strategies to limit the size of critical sections in Subsection
5.4.1. Another way to limit contention is to limit the use
of shared data structures. We discuss this point in Sub-
section 5.4.2. Finally, we focus on the locks themselves,
whose efficiency is crucial to any multithreaded environ-
ment (Subsection 5.4.3).

5.3.1. Limiting the size of critical sections

A good example of how limiting the size of critical sections
improves performance is given by Gaud et al’s improve-
ments over Zeldovich et al’s libasync-smp.

With libasync-smp, each core runs a worker thread
which uses a task queue as its main data structure. When
a worker thread is run for the first time, it adds a select
callback to the end of its queue. Such a callback calls
select() to detect I/O events®, enqueues the right call-
backs based on which file descriptors have become ready,
then puts itself back at the end of the queue. Since the
select callback might block the worker thread if no file
descriptors are ready, thereby preventing the CPU from
executing any other task in its work queue, the select call-
back uses non-blocking calls to select(). If no file de-
scriptors are returned when a select callback is called, a
blocking select callback is placed back on the queue in-
stead. The blocking select callback calls select() with a
non-zero timeout, in all other aspects, it behaves just like
the non-blocking select callback. This mechanism, com-
bined with work stealing, guarantees that a worker thread
never blocks in select () when there are callbacks eligible
to be executed in the system.

Each time a worker thread is looking for a callback to
execute, it could just take the leftmost one from the queue.
This naive approach, however, is not efficient because call-
backs working on different data sets would often be exe-
cuted one after the other, thereby causing a lot of cache
misses. To improve data locality, the worker thread ex-
plores the whole queue, looking for a callback whose color

3The paper is unclear as to how other types of event are
handled.



core_set = construct_core_set();
foreach(core ¢ in core_set) {

LOCK(c) ; 1)

if (can_be_stolen(c)) { (2)
color = choose_colorsto_steal(c); (3)
event_set = construct_event_set(c, color); (4)

}

UNLOCK(c) ; (5)

if (!is_empty(callback_set)) {
LOCK (myself) ; (6)
migrate(callback_set); ¢p]
UNLOCK (myself) ; (8)
exit;

}

Figure 4: Pseudo-code of libasync-smp’s stealing algo-
rithm, executed by each thread at regular intervals

is the same as the last one that has been run. Indeed,
callbacks of the same color are more likely to access the
same data sets: grouping their execution allows for better
cache locality.

Likewise, callbacks scheduled with cpucb() are added
to the left of the queue (as shown in Figure 3) in order
to increase the performance of chains of cpucb() callbacks
from the same client request. Indeed, chains of cpucb()
callbacks coming from the same client share the same state:
executing them one after the other decreases the likeliness
of cache misses.

The implementation of libasync-smp is inefficient due
to contention on the task queues. Indeed, each time a
core looks for work to steal from a worker thread, it locks
this thread’s whole task queue as well as the local task
queue. When a task queue is locked, its corresponding
worker thread cannot look for callbacks to execute, and
other threads cannot try to steal its work.

More precisely, the pseudo-code of libasync-smp’s steal-
ing algorithm is shown in Figure 4. This code is executed
at regular intervals by each worker thread to try to steal
work from other threads. A worker thread starts by iden-
tifying the set of cores that handle callbacks. Then, for
each core : (1) it locks that core’s task queue; (2) it de-
termines whether there is work to steal on that core (this
is the case iff there are at least two different colors in the
queue). If so, it (3) chooses the color to steal, by scanning
the queue, looking for a color that is not currently being
run and that is associated with less than half the events
in the queue (such a color may not exist). The worker
thread then (4) constructs the corresponding set of call-
backs, thereby removing them from the core’s task queue,
and it (5) releases the previously acquired lock. If the set
of callbacks is not empty, (6) the worker thread then locks
its task queue, adds the events from the even set to its own
task queue, and releases the lock.

As we can see in this algorithm, libasync-smp locks the
task queues during the execution of time-consuming pro-
cedures : can_be_stolen(), choose_color_to_steal(),
construct_event_set() and migrate() all traverse whole
task queues. This can lead to major overheads caused by
the locks, especially when the task queues contain a large
number of callbacks.

Gaud et al’s improved implementation (a.k.a. Mely, for
Multi-core Event LibrarY), uses much finer-grained lock-

ing in order to limit contention. Mely uses one queue
per color for each worker thread. These color queues are
chained together in a doubly linked list. This linked list
is called a core queue. The architecture of the Mely run-
time is shown in Figure 5. With this architecture, when a
core needs to choose the next callback to process, it just
takes the first callback from the first color queue. Such
a naive approach could lead to starvation however, there-
fore, there is a threshold over the number of callbacks of
the same color that can be processed in a row. When a
color queue is empty, it is removed from its core queue.

When a worker thread registers an event, it has to find
the corresponding core queue. To this end, a small (64
KB), statically allocated array keeps track of mappings
between colors and core queues. If the event must be
added to a color queue that does not exist yet, the produc-
ing thread is responsible for creating the color queue and
adding it to the core queue of the corresponding worker
thread.

Mely still uses one lock per thread (for its core queue),
but the its critical sections are much shorter. Indeed, there
is no need to traverse the whole task queue to find all the
callbacks of a given color anymore, and migrating all the
tasks of a given color from one thread to another does
not require copying, a simple operation on pointers being
sufficient to migrate a color queue from one core queue to
another.

Performance experiments show that, even without the
advanced work stealing techniques that we discussed in
the previous subsection, Mely outperforms libasync-smp.
Gaud et al. used a benchmark called unbalanced that im-
plements a fork/join pattern : at each round, 50000 events
are registered on the first core. 98% of these events are
very short (100 cycles), whereas the other events are much
longer (between 10 and 50 Kcycles). All of these events are
registered with different colors and can therefore be pro-
cessed concurrently. When all events have been processed,
a new round begins. On this benchmark, libasync-smp
with work stealing only manages to process 122 Kevents/s,
whereas Mely, with its advanced load balancing techniques
disabled, is able to process 1195 Kevents/s. It is worth not-
ing that libasync-smp without work stealing is able to pro-
cess 1310 Kevents/s (Mely without work stealing processes
1265 Kevents/s), which shows how much poorly managed
contention can be detrimental to performance.

Thus, by limiting the size of critical sections, Gaud
et al. greatly improved performance. Of course, in our
project, we will use their smart management of queues—
or at least, base our approach on theirs.

5.3.2. Limiting the sharing of global data structures

Another way of limiting contention is to limit the sharing
of global data structures. Wickizer et al. wrote an operat-
ing system named Corey [16] that aims to be very efficient
on architectures having a large number of cores. Corey in-
tegrates the concept of limiting the sharing of global data
structures into the very core of the operating system.
More precisely, Corey’s motto is that applications should
control sharing. Indeed, traditional operating systems
tend to share a lot of data structures between kernel and
user threads by default, which can lead to contention.
Wickizier et al. argue that the kernel should arrange each
data structure so that only a single processor need update



it, unless directed otherwise by the application. This is
a very general principle that could probably be beneficial
to our project: indeed, threads from the high-level appli-
cations are likely to use data structures provided by the
MRE, and handling hardware parallelism with a very ef-
ficient event-based algorithm is useless if contention over
internal data structures is too detrimental to performance.

Corey provides three basic operating system abstrac-
tions to allow applications to control inter-core sharing and
to take advantage of architectures having many process-
ing cores by dedicating some of the to specific operating
system functions. These abstractions are address ranges,
kernel cores and shares.

Address ranges allow applications to selectively share
parts of address spaces, instead of being forced to make an
all-or-nothing decision. Indeed, traditional OSes give only
two choices for shared memory: applications can either use
a single address space shared by all cores, or a separate
address space per core. This can be inefficient if only a
subset of the cores need to access a data set. Address
ranges are more flexible and thus allow for finer-grained
optimizations.

Kernel cores allow applications to dedicate cores to ker-
nel functions or data. For instance, a core can be devoted
to interacting with a given device. Multiple cores can then
communicate with this dedicated core via shared-memory
IPCs when they need to interact with the device. In a
traditional OS, each core would directly interact with the
device, using locks to access these data structures concur-
rently, which would drastically impede performance due to
contention. With Corey’s architecture, there is no direct
contention over the data structures of the device driver.
This allows to lower the overhead caused by locks.

Shares allow applications to dynamically create lookup
tables for system data structures and determine how these
tables are shared. Indeed, many kernel operations involve
looking up identifiers in tables to obtain pointers to inter-
nal kernel data structures. The use of these tables can be
costly due to contention: in mainstream OSes, they are
usually either shared between all the threads of a process
(this is typically the case for Unix file descriptors, for in-
stance) or between all processes (this is typically the case
for Unix process identifiers). With Corey, these tables are
shared only between the cores that need them: each of an
application’s cores starts with one share (its root share),
which is private to that core. Then, if two cores wish
to share a share, they create one and add its ID to their
private root share (or to a share reachable from their root
share). A root share doesn’t use a lock (since it is private),
but a shared share does. When an application requests the
creation of a new kernel object, it decides which share will
hold the identifier.

Thus, a share maps application-visible identifiers to ker-
nel data structures. Each core can use all the shares reach-
able from its root share. Contention only arises when two
cores manipulate the same share, and overhead due to con-
tention can be greatly limited by constricting the sharing
scope of shares that are only reachable by a subset of the
cores.

Performance experiments show that Corey performs
25% faster than Linux when using 16 cores on a MapRe-
duce task and a Web Server task. Hardware event counters
show that these improvements are due to Corey’s original
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Figure 5: The callback queue structure in Mely

handling of shared memory.

Baumann et al. [3] propose a new type of operating sys-
tem named the multikernel which uses one kernel per core
with all of the kernel data structures replicated on each
core. This is another way to limit the sharing of global
data structures. Actually, multikernels limit the sharing
of data structures so much that they completely prohibit
shared memory. Fahndrich et al. [7] propose another OS
that follows this same paradigm. Not sharing data struc-
tures at all goes much further than limiting the sharing
of data structures: this is a matter of inter-process com-
munication. We will discuss these issues more in detail in
Subsection 5.4. Before discussing these matters that bring
us well beyond traditional contention management mech-
anisms, let us try to optimize the most common tool in
traditional contention management techniques : the lock.

5.3.3. Optimizing locks

Let us now consider contention at a lower level: instead
of limiting the size of critical sections or the number of
shared structures to improve performance, is it be possi-
ble to improve the locks themselves? Both libasync-smp
and Mely use spinlocks to manage contention in their im-
plementation, for instance. One could wonder if this is
the most efficient approach. Two opposing locking strate-
gies are generally used: to wait for a lock to be released,
a thread can either spin, actively polling a resource; or
block, trusting the scheduler to wake it up when needed.

Spinning provides high reactivity (no context switch
needed, instant detection of lock releases) but wastes sig-
nificant CPU resources. Moreover, on an overloaded sys-
tem using spinlocks, the scheduler often preempts lock
holders to wake waiting threads up; these threads then
waste their time slices actively polling a resource that can-
not be released. This phenomenon is known as priority
inversion and can drastically impede performance.

Block-based approaches usually fare better under high
load but their lack of reactivity introduces high overheads
on the critical path of computation, thereby increasing the
likelihood that other threads will encounter contention and
block. This causes a vicious cycle of extremely slow lock
handoffs known as a convoy. This is especially true with
programs that use fine-grained locking since their critical
sections usually take less time to execute than a single
context switch.

Hybrid solutions that somewhat improve performance



Process A Process B

(a) Jk @X‘A‘ Aj{& 1@ (b)

Domain B

Single process zc.

(C) Domain A

51 1A [E

npial

Figure 6: Two components sharing data (a) using standard, marshalled communication over pipes, (b) directly, both
components being embedded into the same process, and (c) using Opal’s approach with memory protection domains

decoupled from execution domains.

have been developed, but they still perform rather poorly,
simply offering other tradeoffs between reactivity and CPU
usage. Johnson et al. [12] proposed an interesting alterna-
tive to spinlocks and blocking locks that we plan to inte-
grate in our solution.

According to Johnson et al., contention management
and load management (i.e. scheduling) are two orthogonal
problems that should be treated separately. They propose
a library that relies on a novel algorithm, known as load
control, that regulates the number of active threads de-
pending on the load. Basically, to acquire a lock, a thread
either (1) blocks, if there are too many threads running or
(2) spins otherwise. That way, threads are very reactive
since they use spinlocks as much as they can and perfor-
mance never collapses because the load is regulated.

To limit the load, threads are only allowed to run if
they are unable to register themselves into a bounded ar-
ray known as the sleep slot buffer because it is full. More
precisely, the proposed algorithm—implemented by the
load control library—works as follows: to acquire a lock, a
thread spins until a) the lock is released or b) it is able to
register itself into the sleep slot buffer. In the latter case,
the thread blocks until it is removed from the sleep slot
buffer or until 100ms pass, whichever comes first. Once
the thread wakes up it restarts the lock acquire process as
if it just arrived.

To control the number of running threads, a controller
increases or decreases the size of the sleep slot buffer and
wakes up threads when they get kicked out of the buffer.
Thus, the controller acts as a local scheduler that only
manages the load whereas the clients only manage con-
tention: contention and load management are effectively
decoupled.

Experiments show that on various benchmarks, load
control performs just as well as spinlocks under low load.
Performance gracefully degrades under high load instead
of collapsing as is the case with spinlock-based algorithms.
Block-based algorithms’ performance also degrades grace-
fully under high load, but they are initially much slower.
Load control therefore offers the best of both worlds. It
is worth noting that the spinlocks and blocking locks in
the experiments used state-of-the art locking algorithms,
which shows how efficient Johnson et al’s approach is.
Since the locking implementation we will choose will be
used for all the locks of all high-level applications run on
the virtual machine, choosing the most efficient algorithm
we can find is crucial: load control is an ideal candidate.

5.4. Efficient inter-process communication

Another way to improve performance in multicore envi-
ronments is to improve communication between processes.
This issue has been mainly tackled by OS designers and
researchers, since OSes have to handle multiple processes
running on multiple cores. MREs that handle hardware
parallelism are similar in this regard, with the main dif-
ference that instead of dealing with kernel threads (i.e.
processes), these MREs deals with user threads. Two op-
posing approaches are generally used for the communi-
cation between processes: shared memory and message-
based communication.

This dichotomy is mainly an opposition between two
isolation paradigms. Some (Chase et al. [5], for instance)
argue that memory should be easily sharable. They design,
for instance, OSes with global address spaces to improve
sharing. Others argue (Baumann et al. [3]), Fahndrich et
al. [7, 11]) that, on the contrary, shared memory should
be prohibited by the OS. Both approaches have various
repercussions on performance, security, and ease of devel-
opment. In this subsection, we focus on performance only.
We will briefly discuss the security issues involved in Sec-
tion 6. As for the ease of development, this matter is be-
yond the scope of this document since we will only change
the inner workings of an MRE in our project, without hav-
ing any direct influence on the development of higher-level
applications on a semantic level.

5.4.1. Shared memory

Shared memory is the most common way by which pro-
cesses communicate in traditional OSes. Its main advan-
tages are simplicity and flexibility. However, sharing mem-
ory can cause contention problems that need to be over-
come with security mechanisms. We will focus on security
issues in a later section.

The Opal operating system, designed by Chase et al. [5],
provide a good example of performance-optimized commu-
nication by shared memory.

Opal uses a single 64 bit address space for all applica-
tions. This allows programs to directly use pointers to
memory locations that they do not own, without the need
for translation mechanisms between address spaces. Since
sharing pointers to memory between programs with Opal
is so easy, data is rarely ever copied from one program to
another—transfers are all zero-copy. Traditional operating
systems usually offer mechanisms for zero-copy communi-
cation, but they tend to be very complex. Another way to
use easy zero-copy mechanisms between two components



would be to place them in the same process, but this com-
promises protection and hinders modularity. Opal’s decor-
relates memory protection from execution, thereby allow-
ing distinct processes to directly work on the same data.
This approach, illustrated in Figure 6, combines simplicity
with modularity.

In Opal, segments of memory can be shared across pro-
cesses with protection mechanisms based on capabilities.
In order to allow several applications to work together
safely on in-memory data structures, data from a shared
segment is accessed through shared procedures that are
also stored in the same segment. This technique permits
to maintain a high level of isolation and modularity while
still benefiting from the very high performance provided
by Opal’s direct sharing of data.

Chase et al. show that Opal allows several applications
from the Boeing CAD system that use the same data to
directly work together on in-memory data structures with-
out the need for marshalization, copy, or address-space
translation. A custom benchmark is also used to evalu-
ate Opal’s performance. This benchmark uses three tools,
(1) a producer that creates and deletes fixed-size records,
(2) a consumer that maintains its own index structure on
the same data and (3) a mediator that keeps the index
up to date between the consumer and the producer. Ex-
periments with this benchmark show that using directly
shared segments (i.e. without address translation) is as
efficient as embedding the three tools into the same pro-
cess, and up to ten times more efficient than using three
processes that communicate via traditional IPCs.

Opal’s use of global address space is therefore very ef-
ficient. However, it has several drawbacks, in particular,
using a single address spaces makes compilation more dif-
ficult, which can be a problem in an MRE where the com-
pilation subsystem is already fairly complex, and hard to
modify*.

5.4.2. Message-based communication

Recent works on OSes optimized for multicore architec-
tures show a tendency to discard shared memory alto-
gether and to vouch for communication via messages only
instead. Indeed, communication via shared memory has
several drawbacks, in particular, on architectures with a
large number of cores, using shared memory presupposes
cache coherency mechanisms. These mechanisms are in-
creasingly complex to implement and their overhead is
getting worse as the number ef cores increases. Some re-
cent processors do not ensure coherence between caches.
Furthermore, at a lower level, these mechanisms are imple-
mented by message passing. Allowing applications to di-
rectly handle the message passing mechanisms allow them
to send and receive just as many messages as they need,
without the need to assert the strong invariant of cache
coherence, thereby improving performance.

We are now going to discuss two recent research OSes for
multi-core (or multi-processor) architectures that make use
of message-passing as their sole means of communication:
Barrelfish (a multikernel) and Singularity.

4With VMKit, it is almost impossible to modify the com-
pilation subsystem without breaking compatibility since it uses
LLVM as its JIT compiler.
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5.4.2.1. Barrelfish

Baumann et al. [3] argue that designing OSes that han-
dle better architectures having a large number of cores®
is a crucial research goal. Indeed, commodity computer
systems containing multiple cores and/or processors are
becoming more and more common. Most mainstream
OSes have historically been developed for monoprocessors
or multiprocessors having a limited number of processing
units, using a model that scaled well in this context (global
structures with locks, communication via shared memory,
etc.). This model however has difficulties scaling well with
newer hardware due to contention. Given the increasing
number of cores in modern architectures and the complex-
ity of interconnections between processing units, computer
systems resemble more and more medium-scale distributed
systems: Baumann et al. argue that designing an OS like
an actual distributed system could improve scalability.

A Multikernel is a new type of operating system pro-
posed by Baumann et al. that aims to this problem. Mul-
tikernels are multithreaded, with an instance of the OS
running on each available core. Cores do not share global
structures as in a traditional OS; instead, the OS state is
replicated on each one of them. Cores do not communicate
via shared memory, relying on cache coherence algorithms;
instead, all communication is explicit and happens through
asynchronous messaging.

Baumann et al. wrote an experimental version of a Mul-
tikernel named Barrelfish. In Barrelfish, a CPU driver and
a monitor are bound to each core. CPU drivers handle
system calls, schedule processes and threads on their cores
and perform other low-level core-bound operations. Mon-
itors are processes running on each core that coordinate
the system-wide state via messages and encapsulate most
of the higher-level functions that are usually found in a
traditional kernel. The architecture of Barrelfish is shown
in Figure 8.

The ability to send messages from one process to an-
other within the same core or across cores is provided to
user applications. However, applications can also commu-
nicate through shared memory like in a regular OS.

Baumann et al’s experiments evaluate the performance
of Barrelfish’s basic features. They focus on the OS’ han-
dling of concurrency, messaging, computation and 1/Os.

Through these experiments, Baumann et al. show that
the performance of their messaging facilities is compara-

5This is reminiscent of Corey. Indeed, Corey, Barrelfish and
as we will see later, Singularity, all constitute recent attempts
at dealing with this problem.



ble to L4’s IPCs, which is rather good even though L4 is
not a fully-fledged, widly used microkernel. Performing a
TLB shootdown (i.e. invalidating pages in the Transla-
tion Lookaside Buffer) and therefore unmapping pages is
much faster on Barrelfish than on traditional OSes when
the underlying hardware uses more than 14 cores on their
test configuration, showing Barrelfish’s greater scalability
in this context. They also show that Barrelfish is faster
than Linux for sending and receiving messages through the
IP loopback (these tasks involve the messaging, buffering
and networking subsystems of the OS). Other experiments
show that Barrelfish has a comparable performance to that
of Linux for compute-bound and IO workloads.

Even though Barrelfish is an experimental OS, its per-
formance rivals that of classical, highly-optimized OSes on
computer systems that have a large number of cores, which
tends to show that the Multikernel approach effectively de-
livers in terms of scalability. Let us note, however, that
traditional OSes may have not been optimized for these
systems yet though, so we cannot be sure they will not
scale well.

We have now seen Baumann et al’s take on the use
of message-passing only for communication between pro-
cesses and threads. Barrelfish is not the only such operat-
ing system that has been designed, however. Fahndrich et
al’s Singularity [7] (and its evolutions, such as Helios [14])
also explored this path: we will focus on this operating
system in the next subsection.

5.4.2.2. Singularity

Fahndrich et al. also propose to design an operating system
that uses message-passing as their sole means of commu-
nication. It is worth noting that their main motivation for
building such an OS is not performance, but modularity
and security. We will discuss this issue more in detail in
Section 6. In the current subsection, we mostly focus on
performance issues.

Singularity [7] aims to overcome a major drawback of
message-based communication: data is often copied in-
stead of shared when using the event-driven paradigm,
which leads to poor performance. To overcome this, Sin-
gularity uses a new programming language based named
Sing# that provides efficient messaging capabilities.

Messages are exchanged over bi-directional channels.
These channels can also be used to exchange channel end-
points or pointers to memory location. This last point is
crucial: it allows for fast data transfers by removing the
burden of copying memory blocks.

In Singularity, processes are isolated and individu-
ally garbage-collected. Therefore, passing data from one
thread to another could be an obstacle to safe garbage col-
lection. Sending data pointers to allow for zero-copy mes-
saging seems like an even more complex task: one could
wonder which garbage collectors are responsible for such
pointers. Singularity uses strong ownership invariants to
solve this problem.

Let us consider this approach more in detail. When a
message is sent, references to message arguments or trans-
fered data blocks can be found in both the sending and
receiving threads, for instance. To solve this issue, the
Sing# compiler statically checks that processes only ac-
cess memory that they own and that a memory block al-
ways belongs to a single thread at any given time. To
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this end, data on the GC heap is separated from data in
the exchange heap—the heap that is used to exchange all
data between processes (messages and memory pointed to
by exchanged pointers). At any time, each memory block
is owned by a function in a process: ownership is auto-
matically passed from a function (and thread) to another
through simple rules—when a variable is passed as a pa-
rameter, its ownership is passed to the called function for
the whole time of its execution, for example. The only
exception to this automatic ownership management strat-
egy is for memory blocks from the exchange heap whose
pointers are exchanged via messages: a special type of ob-
ject, TCell, is provided to track them explicitly. Sing#’s
strong type-checking mechanisms combined with this sys-
tem of ownership management allows the whole system
to dismiss hardware memory protection altogether, which
removes a major cause of overhead.

Performance experiments show that Singularity is faster
than Linux and Windows for certain tasks. Performing
a system call, switching between two threads, and, more
importantly, sending a message are faster on Singularity.
Moreover, the authors show that sending a block of mem-
ory from one thread to another is fast and does not depend
on the size of the block. Linux and Windows are slower
at performing this task, especially for larger blocks, since
they copy the data instead of just passing a pointer.

Singularity thus offers more proof of the efficiency of
message-based communication. We will see in Section 6
that Singularity is also notable for its strong modularity,
dependability and safety.

In this subsection, we discussed solutions to transfer
data from one thread to another. We will now focus on a
related problem: the transfer of control between threads.

5.5. Fast transfer of control

Optimizing the transfer of data from one thread to another
is a good way to improve performance, since it is linked
with the major problem of hardware parallel architectures:
contention. However, another way to improve performance
is to speed up the transfer of control from one thread to
another, i.e. calling code from another thread.

Indeed, we are in dire need of efficient mechanisms to
dispatch the execution of code to threads: our project con-
sists mainly in writing a scheduler that dispatches jobs to
cores (and their corresponding worker threads). Given the
large number of events that will have to be processed, ef-
ficiency is a crucial matter.

Calling remote procedures from one thread to another
is usually done through Remote Procedure Calls, or RPC.
RPCs usually permit to call remote procedures from one
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core to another, as well as from a computer to another on a
network. Such calls encapsulate the underlying transmis-
sion mechanisms, allowing developers to call procedures
transparently without having to worry whether calls are
local (between threads) or remote (over a network). Such
an abstraction is usually viewed as a good thing, since it
permits to write distributed systems on a network with
very simple semantics. We are not interested in such ca-
pabilities, however: we only wish to dispatch the execution
of code between cores in an efficient way.

In this subsection, we focus on three works that pro-
vide solutions to these issues : Bershad, et al’s URPC [4],
Huang et al’s LRPC [10] and Ford et al’s proposition of a
migrating thread model [6].

URPC [4] aims to facilitate the design of highly-
specialized RPC systems. Using custom RPC systems in-
stead of generic ones allow to handle semantics that are not
always provided by standard RPC packages. The loss of
genericity also permits to improve performance, since un-
used parts of the RPC mechanism can be removed, thereby
removing unnecessary overhead (messages, CPU time).

URPC comprises a runtime library, a stub generator and
an name server, all of which are highly customizable.

The URPC runtime library (see shaded boxes in Figure
9) allows to customize the protocol machines of the RPC
mechanism (Client PM on Figure 9) as well as commu-
nication services. The protocol machines encapsulate the
RPC topology, call semantics and failure semantics of the
RPC system. The protocol machine can be customized
using Clicero, a protocol description language that handles
advanced features such as multithreading. On the client
side, the protocol machine’s routine for assembling and
disassembling messages (Client RPC') is factored out of
the protocol machine. This routine allows, for instance, to
customize marshalling and unmarshalling functions. The
communication services component comprises routines to
facilitate point-to-point communication between RPC par-
ticipants, using a generic send/receive model that allows
to model any type of communication between nodes.

The stub generator includes special annotations to RPC
signatures to support advanced communication schemes.
These extensions allow for peer-to-peer communication (as
well as standard client/server communication) and com-
munication schemes that require multiple calls to complete
for a given callback, such as asynchronous communication.

The name server uses a generic naming structure that
accommodates for different naming models (a simple
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colon-separated list of attributes). It handles simple and
multiple end-point lookups to support unicast as well as
multicast communication. In order to locate sets of hosts
corresponding to given characteristics, numerical boolean
relationships (such as <, > or #, for instance) can be used
to select hosts based on their attributes.

Bershad et al. show through examples that URPC can
be used to design various types of RPCs, such as multi-
cast RPCs, asynchronous RPCs and callback RPCs. These
two last possibilities show that URPC is suitable for our
project. Furthermore, their implementation of a special
type of RPC that use at-most-once failure semantics shows
a 10% performance gain over SUN RPCs, which shows that
custom RPCs can be at least as fast as normal RPC.

On a final note, Bershad et al. advertise URPC as
a tool to prototype RPC systems. However Barrelfish
uses URPC as its main communication mechanism, which
shows that URPC can be used in complex projects where
performance is an issue.

LRPC [10] (for Lightweight Remote Procedure Call) is a
RPC library optimized for communication between cores
on the same machine. This is particularly interesting to us
since we do not need to transfer control to remote machines
in our project.

With LRPC, calls to procedures are implemented with
kernel traps. When a client starts a RPC, a kernel trap is
called. The kernel validates the caller, creates a call link-
age, and dispatches the client’s thread to the server pro-
cess. The client provides the server with a pointer to an
argument stack as well as it thread of execution. The ker-
nel switches to this thread with an upcall. After the pro-
cedure call completes, control and results return through
the kernel back to the point of the client’s call.

Three main optimizations are used. First, the kernel
switches threads by updating a few registers (the stack
pointer, the virtual memory registers, and a few other ones
to pass the information described above) and by perform-
ing an upcall. This is much more efficient than performing
a true context switch. Second, arguments are only copied
to argument stacks (in shared memory) then back into the
client thread, instead of needing up to seven copies in with
regular RPCs®. Third, on multicores architectures, server
processes are cached on idle processors. Thus, on a proce-
dure call, if the server process is available on an idle core,
the RPC can be processed very quickly, since a context
switch is not needed. It is also worth noting that, accord-
ing to Huang et al., the multiprocessor implementation
avoids contention on data structures as much as possible.

LRPC is 2 to 3 times faster than Taos RPC on a simple
benchmark performing 100,000 RPC requests in a loop.
On four processors, LRPC is 3.7 times faster than on a
single processor with the same benchmark. This shows
how interesting LRPC is for our project: it provides fast
transfer of control capabilities on multiprocessors.

Ford et al. propose another compelling way to speed up
transfer of control between threads: the migrating thread
model [6]. In traditional OSes, threads belong to processes
and cannot move from one process to another. With the

6The following copies are usually needed with unoptimized
RPCs: from the client thread to the message, from the sender
domain to the kernel domain, from the kernel domain to the
receiver domain, from the message to the server stack, from the
receiver domain to the kernel domain, from the kernel domain
to the sender domain, from the message into the client result.



migrating thread model, a thread abstraction moves be-
tween processes with the logical flow of control.

To manage this, Ford et al. decouple the ezxecution con-
text from the schedulable thread of control. The execu-
tion context encapsulates the state of the registers, pro-
gram counter, stack pointer, and references to the contain-
ing process and designated exception handler, whereas the
schedulable thread of control represents the thread itself
in which the program is executed.

In pratice, threads are based into the kernel, and make
incursions into processes (in user mode) via upcalls. Mov-
ing a thread from one process to another is cheaper than
a context switch: the kernel only reproduces the needed
parts of the scheduler code. For instance, since the kernel
is now calling the server rather than vice-versa, it no longer
needs to save and restore the server’s registers on every
RPC. Moreover, thanks to the server’s first-hand knowl-
edge of the RPCs, it no longer needs to create, translate,
and consume reply ports to match a reply to its request.
Also, the kernel no longer needs to manage message buffers
since the data is directly copied from source to destination.

Migrating threads are especially powerful when com-
bined with RPCs, allowing for fast transfer of control on
a single machine. Ford et al. implemented their thread
model on the Mach 3.0 kernel. They show that regular
RPCs require 5 times as many instructions and 4 times
as many load/store operations than RPCs that use the
migrating thread model.

This ends our subsection about fast transfer of control
and our discussion of optimizations for homogeneous archi-
tectures. Indeed, until now, we discussed possible perfor-
mance optimizations based on the hypothesis that the tar-
get architecture’s cores share the same performance, ISAs,
and characteristics. We will now extend our discussion to
heterogeneous architectures.

5.6. Heterogeneous architectures

Heterogeneous architectures, i.e. architectures whose pro-
cessing cores differ in computing power, ISAs, and other
characteristics, are getting more and more common. Even
standard PCs can be viewed as heterogeneous architec-
tures, since several of their components (NICs, GPUs) can
be used as independent processing cores. Being able to
optimize the performance of our event-based scheduling
algorithm on heterogeneous architectures could be an in-
teresting long-term goal. This is the object of this subsec-
tion.

Koufaty et al. propose a scheduling algorithm that aims
to improve performance on a common case of heteroge-
neous architectures: those having two types of cores only
(faster and slower ones, called big and small cores, respec-
tively). Their algorithm is novel in that it doesn’t require
offline profiling or dynamic sampling on all cores: it col-
lects all of its data on-the-fly.

Koufaty et al. propose new metrics to evaluate the per-
formance gain of executing a process on a big core rather
than a small core (i.e. application bias). In addition to the
traditional Clocks Per Instruction (CPI) metric, we men-
tioned in Subsection 5.2 that they also monitor internal
stalls (caused by accesses to resources internal to the core)
and external stalls (caused by accesses to shared last level
caches, memory and 1/0O). They show that a process has a
big core bias (i.e. its speedup from running on a big core
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compared to a small core is large) when the number of
stalls (especially external stalls) is low. The number of in-
ternal and external stalls is measured at runtime and used
to compute application bias. As this bias is not constant
during the execution of an application, it is measured over
a sliding instruction window. This allows the algorithm
to schedule more efficiently applications whose behavior
changes throughout their execution.

When the system is unbalanced, the scheduler tries to
migrate threads from the busiest core to the idlest core,
using application biases to optimize its choice of threads
to move. When the system is balanced, the runqueues of
each core are periodically checked: the scheduler looks for
processes that would benefit from being swapped from big
to small cores and conversely according to their application
bias.

Since heterogeneous chips are uncommon, Koufaty et
al. emulate one via an homogeneous quad-core Intel®
Xeon® processor. They show that the standard approach
of downclocking some of the cores to turn them into small
cores is not representative of heterogeneous architectures
in the general case: these architectures usually have struc-
turally diverse cores. Instead, they use proprietary tools to
enable a debug mode on some cores that reduces instruc-
tion retirement from four to one micro-op per cycle. They
show that this throttling method gives performance results
similar to actual heterogeneous architectures whose small
cores are in-order whereas their big cores are out-of-order.

To evaluate performance, Koufaty et al. perform experi-
ments with heterogeneous workloads (i.e. workloads whose
processes have very different biases) based on the SPEC
CPU2006 benchmark. On average, they obtain a 9% per-
formance improvement over the default Linux scheduler.
This is close to an upper bound found by running the
tests on the same processor without throttling any of the
cores. They also perform experiments with more homoge-
neous workloads and obtain a 5% gain on average. They
show that this improvement is due to the fact that even
though the application biases are similar overall, they vary
throughout the execution of each benchmark.

Koufaty et al’s work is extremely interesting to us, since
it allows to improve the scheduling of applications on a
common case heterogeneous architectures: performance
asymmetric CPUs. Other research works have focused
on more general heterogeneous architectures, considering
each processing unit in a system (such as NICs or GPUs)
as a normal CPU on which processes can be executed.

For instance, we discussed multikernels in Subsection
5.4.2.1. Multikernels have been designed with such het-
erogeneous architectures in mind. Indeed, Baumann et
al. argue that architectures are getting increasingly diverse
(memory hierarchies, instruction sets, interconnects, etc.)
and that OSes have been statically optimized for the most
common architectures at a low level for now. Given the
varying nature of workloads and the diversity of hardware
designs in modern computer systems, they argue that this
approach will likely not be efficient enough anymore in the
near future. Baumann et al. propose that designing OSes
like distributed computer systems allows them to adapt
better to various architectures, just like network applica-
tions are able to dynamically adapt to architecturally di-
verse networks.

Multikernels are mostly hardware-independent. The



only architecture-specific modules are the messaging trans-
port mechanism and the interfaces to the hardware
(CPUs/cores and devices). Bauman et al’s implementa-
tion of a multikernel, Barrelfish, uses a knowledge database
containing information regarding the underlying hardware
(found by polling and measurements) that it uses to op-
timize its communication scheme. This database can be
used to select appropriate message transports for inter-
core communication or to allow for NUMA-aware memory
allocation, for instance.

Helios [14], an OS based on Singularity (cf. Subsection
5.4.2.2), provides an interesting alternative solution to the
problem of handling heterogeneous architectures. Helios
does not rely on multiple identical kernels, instead, it uses
a main kernel and satellite kernels that (1) export a stan-
dardized set of kernel abstractions on all cores, (2) provide
transparent and unified IPCs for communication between
cores, and (3) support heterogeneous ISAs via an interme-
diate bytecode to which applications are compiled.

Helios uses an affinity metric to automatically place ap-
plications on cores. This affinity metric allows developers
to express the fact that two processes would benefit from
running on the same core (or the opposite). This is rem-
iniscent of the implementation of bias scheduling that we
discussed earlier.

We will not elaborate any further on the mechanisms
provided by operating systems such as Multikernel and
Helios to handle complex heterogeneous architectures be-
cause this subject is beyond the scope of our project for
now. Our goal is to implement an efficient event-based
hardware parallelization algorithm on standard architec-
tures using regular CPUs. Using NICs, GPUs and other
auxiliary cores with multiple ISAs will only be considered
in the long term, if our project is successful.

This discussion of possible optimizations in heteroge-
neous environments ends our section on performance im-
provements. We will now focus on another issue that is
crucial to applicative virtual machines: security.

6. Security

Isolation between components has been a transversal sub-
ject throughout this document. Indeed, in multicore com-
puting, adjusting the balance between isolation and shar-
ing is one of the main levers of actions researchers have
at their disposal. In the previous section, we reviewed
several isolation mechanisms as ways to improve perfor-
mance: reducing the amount of contention, for instance,
can be viewed as increasing isolation. More importantly,
the dichotomy between shared memory and message pass-
ing that we presented in Subsection 5.4 as a matter of
inter-process communication can be viewed as an opposi-
tion between weaker and stronger isolation between com-
ponents.

Isolation issues do not only influence performance, they
also influence security. Indeed, less isolated components
require stronger mechanisms to ensure security, whereas
naturally isolated components are often praised are more
secure. Security between processes is important in a vir-
tual machine, on which malicious software that aims to
attack other processes running on the top of the virtual
machine is a major security issue.

One could wonder why we have not presented the var-
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ious isolation paradigms as security issues first. The rea-
son is simple: in our project, we are interested in improv-
ing the performance of applications on multicore archi-
tectures. Therefore, we will base our decision of which
isolation mechanisms we will use based on performance,
fixing security issues afterwards if needed, rather than the
opposite.

In other words, even though modifying the security
mechanisms of VMKit might seem to be beyond the
scope of our project, we have seen in Section 5 that var-
ious choices might lead us to change our isolation model,
thereby threatening (or improving) security. This is the
object of this section.

More precisely, among the OSes that we presented
throughout this document, two unconventional approaches
have been considered: range-based memory protection
mechanisms and the reject of all shared memory. We dis-
cuss these two approaches in the two following subsections.

6.1. Protecting memory areas

We already talked about Opal which overcomes the loss
of security caused by its single address space with a tra-
ditional capability-based security system. Opal uses three
mechanisms to ensure security: protection domains, por-
tals and resource groups.

Protection domains are similar to processes in that they
encapsulate an execution context. However, since Opal
uses a global address space, protection domains cannot
protect their data with virtual address spaces, instead,
they own the rights to access a specific set of segments:
domains are passive protection contexts within the global
virtual address space. Portals are entry points to domains,
identified by an integer. Any thread that knows the identi-
fier of a portal can make a system call that transfers control
into the domain associated with the portal. Threads enter-
ing through a portal begin executing at a global virtual ad-
dress that is a fixed attribute of the portal, specified by its
creator. This allows the creator of a protection domain to
control what is executed within its owned memory: such a
mechanism improves security since other threads can only
manipulate the contents of a protection domain through
the facilities provided by the creator of the domain. Re-
source groups allow threads to access resources: every call
to create an Opal resource must pass a capability for a re-
source group as an argument. Protection domains have a
current resource group that they can update dynamically.

We mentioned in Subsection 5.3.2 that Corey allows to
protect memory by address ranges. In Corey, an address
range is an abstraction for a range of virtual-to-physical
mappings, allowing to share parts of the address space
between cores. Corey only aims to improve performance
with this mechanism however, not security.

6.2. Dismissing shared memory altogether

We presented two families of OSes that dismissed shared
memory altogether to use message passing instead: multi-
kernels and OSes based on Singularity (Singularity itself,
and Helios). Prohibiting shared memory allows for bet-
ter security mechanisms. Multikernel is conservative in its
handling of memory protection. Its protection mechanisms
are standard capabilities. However, Singularity’s take on
security is more innovative.



One of the major goals of Singularity is to allow for
stronger specification and cleaner separation between com-
ponents thanks to the message-passing paradigm. All pro-
grams running on the Singularity platform must be written
in Sing#, a type-safe, garbage-collected and feature-rich
language based on C#.

Furthermore, the OS enforces channel contracts over the
channels. A contract describes the messages, message ar-
gument types and valid message interaction sequences for
a channel as a finite state machine. Contracts allow for a
cleaner, better specified isolation between components.

In Subsection 5.4.2.2, we described Singularity’s strong
ownership invariants. We saw that these mechanisms allow
Singularity’s processes to share their address space (like
in Opal) and to dismiss hardware protection altogether
(as we have seen in Subsection 5.4.2.2) without decreasing
security.

Singularity also uses a sealed process architecture [11] in
order to improve modularity and security: in addition to
completely prohibiting the use of shared memory, Singu-
larity proscribes dynamic code loading and self-modifying
code.

More precisely, Fahndrich et al’s define the sealed pro-
cess architecture as the combination of four invariants:
(1) code within a process does not change once the pro-
cess starts execution, (2) data within a process cannot
be directly accessed by other processes, (3) all commu-
nication between processes occurs through explicit mecha-
nisms, with explicit identification of the sender and explicit
receiver admission control over incoming communication
and (4) the system’s kernel API respects invariants (1),
(2) and (3).

The first invariant (1) ensures that the code found in
applications is the only code that they will ever execute,
allowing publishers to issue certificates for their programs.
Since the identity of programs can be verified, it can be
used to assign access rights to processes. This can be used
in combination with user identification to improve security
mechanisms. (2) and (3) ensure that all communication is
explicit, visible, and controllable by the system (via con-
tracts, as we have seen earlier), and (4) ensures that there
are no loopholes allowing processes to execute code dy-
namically.

In addition to the security guarantees provided by the
possibility to digitally sign programs, the open process ar-
chitecture permits to ensure that extensions and plug-ins
will not damage or crash their host program since they run
in separate processes and communicate with them through
well-defined interfaces.

All of these security mechanisms provided by Singularity
are beyond the scope of our project. Indeed, we are only
interested in being able to maintain a reasonable security
level compatible with our performance optimisations

To conclude, in this section, we have seen that both ar-
chitectures that use shared memory and those that only
rely on message-passing can use reliable security mecha-
nisms. If performance considerations lead us to choose
either model, even in a closed context, solutions will be
available to overcome security issues.
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7. Conclusion

In this document, we have reviewed a selection of scientific
publications that tackle best the issues we are faced with
in our project, at least to our knowledge. We started by
describing VMKit, the MRE in which we are going to im-
plement our solution, as well as Zeldovich et al’s algorithm
that we plan to use as a basis for our implementation.

We then focused on possible performance optimisations
to this algorithm. We discussed Gaud et al’s work bal-
ancing techniques and ways of improving cache locality.
We tackled the issue of limiting contention by reducing
the size of shared data structures, restricting the sharing
of data and improving locks. We then focused on ways
to improve IPCs, which lead us to the opposition between
shared memory and message-based communication. We
explained that finding fast ways to transfer data via IPCs
was a efficient approach but that improving the transfer of
control was also crucial, which lead us to consider fast lo-
cal RPC mechanisms. In our last subsection dealing with
performance issues, we evoked the possibility of improving
performance on heterogeneous architectures.

Finally, in Section 6, we shortly mentioned the security
mechanisms used in the various works that we discussed
throughout this document.

This review of the scientific literature related to our
project provided us with sufficient knowledge to get us
started. The next step will be to perform quick experi-
ments on thread migration to ensure that our approach is
viable. We then plan to write a simple prototype of our
application that we will use to experiment with various
performance optimizations. We hope that the results col-
lected in this phase will allow us to implement a fine-tuned
version of our algorithm that will prove efficient enough to
improve mainstream MREs.
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